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NIFOG Updates
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ÁeNIFOG 2.01 available for download on phones, tablets and 

computers.

ÁNIFOG 2.01 hard copies recently printed and received by 

headquarters.  Shipping to SWICs is underway

Á100 copies being mailed to each SWIC

ÁIndividual orders will be considered after first order distributed

ÁField Operations Guides | CISA

https://www.cisa.gov/safecom/field-operations-guides


Chris Maiers

September 8, 2022

FBI PIN re. TDoS Impacts on ECCs

3

ÁInformation from FBI regarding TDoS tactics on Emergency 

Communications Centers (ECCs).

ÁAvailable for 9-1-1 Administrators and other Key Partners

ÁReach out to ECC Maiers if you have not received it.

ÁTLP:AMBER

ÁPIN No. LD20220819-001

ÁReferences two TLP:WHITE / TLP:CLEAR documents

Áhttps://www.cisa.gov/sites/default/files/video/22_0307_ecd_Cyber_Resilienc

y_Resources_for_Public_Safety_Factsheet_508c.pdf

Áhttps://www.ic3.gov/Media/News/2021/210217.pdf

https://www.cisa.gov/sites/default/files/video/22_0307_ecd_Cyber_Resiliency_Resources_for_Public_Safety_Factsheet_508c.pdf
https://www.ic3.gov/Media/News/2021/210217.pdf
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Preparing Critical Infrastructure for Post-

Quantum Cryptography
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ÁCISA released new Insights (8/24/2022)

ÁOverview of the potential impacts from quantum computing to 

National Critical Functions (NCFs)

ÁRecommends actions that CI & government network owners & 

operators should take now to begin preparing for the transition

ÁQuantum computing advancement over the next decade present 

increasing risk to public key encryption (widely used to protect 

customer data, complete business transactions, & secure 

communications).

ÁCISA.gov/quantum

https://www.cisa.gov/quantum
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CISA 2022 Research and Development 

Demonstration Series
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ÁNine 30-minute webinars

ÁAugust 18 through September 29, 2022

ÁFocus

ÁReducing cybersecurity threats and vulnerabilities

ÁAddressing interoperability challenges posed by rapid technology 

advancements and increased information sharing.

ÁPDF with links available from ECC Maiers.
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SAFECOM Nationwide Survey
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ÁNationwide data collection effort to obtain actionable 

and critical data that drives our nationôs emergency 

communication policies, programs, and funding.

ÁDirected by Congress.  Every 5 years.

ÁLast SNS in 2018.  Ramping up for 2023.

ÁQuestions developed.  Under review by SAFECOM

& NCSWIC.

ÁOutreach Plan developed.    

Áhttps://www.cisa.gov/safecom/sns

https://www.cisa.gov/safecom/sns
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Á$1B (over 4 years)

Á9/2: Release of NOFO in Summer 2022 (www.build.gov)

ÁñThe State and Local Cybersecurity Grant Program 

makes available Federal funds to State, local, and Tribal 

governments to address cybersecurity risks and 

cybersecurity threats to information systems that they 

own or operate.ò

ÁELIGIBLE USES

ÁDevelop and revise cybersecurity plans

ÁImplement elements of the cybersecurity plan

ÁAddress imminent cybersecurity threats

ÁOther appropriate activity determined by the DHS CISA 

Director

State & Local Cybersecurity Grant Program 
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http://www.build.gov/
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ÁCybersecurity vulnerability identified in EAS encoder/decoder 

devices used by broadcast stations that receive Federal 

Emergency Management Agency (FEMA) alerts 

ÁCISA Vulnerability Management reviewed scan data and 

identified internet-facing entities that may be vulnerable.  CISA 

contacted those specific organizations. 

ÁMinimize the risk

ÁInstall updates and security patches

ÁChange default passwords

ÁNever allow direct access to the internet

Áhttps://www.fcc.gov/document/fcc-urges-eas-participants-secure-

eas-equipment

EAS Vulnerability
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https://www.fcc.gov/document/fcc-urges-eas-participants-secure-eas-equipment


Chris Maiers

September 8, 2022
9

For more information:

Chris Maiers

Christopher.Maiers@cisa.dhs.gov

202-701-3235

mailto:Christopher.Maiers@cisa.dhs.gov

